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Digital Signature Schemes

• Digital Signature Algorithms are everywhere

• For authenticity and integrity of digital messages

─ E-commerce, banking, software distribution etc.

• Integrity during handshake of protocol 
parameters

─ TLS, SSH, IPSec

• NIST FIPS 186-x Digital Signature Standard

─ DSA*

─ ECDSA

─ EdDSA

─ RSA
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Threat Model

• Active software-only fault attack

• Victim

─ Is running in an environment logically isolated from attackers

─ Signs messages using digital signature schemes (e.g. ECDSA)

• Attacker

─ Co-locates with victim, e.g. shared cloud server, browser etc.

─ Inject faults (Rowhammer) in victim's memory space (key)

─ Collects faulty signatures

─ Recovers private signing key
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Jolt – Signature Correction Attack
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1. Memory Profiling Phase (Offline): Identify flippable locations in memory for Rowhammer

2. Online Phase: Inject faults while victim signs; collect faulty signatures

3. Post-Processing Phase (Offline) : Correct faulty signatures to recover key bits

Fault injection

Recovery

• Flips key bits in victim memory during signing; collects resulting faulty 

signatures to recover key bit values
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• Assume we are able to flip a bit in an 
unknown location of memory

• If we are somehow able to learn the 
error pattern (but not the data!), i.e.

• We can deduce the bit value in the 
erroneous position

• Works in the other direction as well

• Magnitude reveals bit location

• Sign reveals bit value  

Key Idea
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d = 010100101110 
d'= 010100111110 

Δ𝑑 = d’ - d = 16 = 24 = 000000010000

d = xxxxxxx0xxxx

d = 010100101110 
d'= 010100101100 

d = xxxxxxxxxx1x

Δ𝑑 = d’ - d = -2 = -21 = 111111111110
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• 3- Signature Verification

─ Compute H(m)

─ Compute ഥ𝑤 = ҧ𝑠 -1  mod n

─ Compute ഥ𝑢1 = H(m) ഥ𝑤 mod n

─ Compute ഥ𝑢2 = r ഥ𝑤 mod n

─ Compute ഥ𝑹= 𝒖𝟏 P +𝒖𝟐 Q

─ ҧ𝑟 = ( ത𝑅)x

─ Check if r = ҧ𝑟 
• 2- Signature Generation

─ Select a nonce, k

─ Compute kP and r = (kP)x

─ Compute ҧ𝑠 = k-1( H(m) + ഥ𝒅𝑟 ) mod n

─ Signature : (r, ത𝒔)

Post-Processing Phase on ECDSA

• 1- Key Generation

─ Select an Elliptic Curve, E

─ Select a base point, P on the curve

─ Q=dP ∊ E

─ Private key: d

─ Public key:   Q
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• Faulty key: ҧ𝑑 = 𝑑 + Δd

• Faulty signature: (𝑟, ҧ𝑠) 

Victim Side Attacker Side
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• Faulty key: ҧ𝑑 = 𝑑 + Δd

• Faulty signature: (𝑟, ҧ𝑠) 

Victim Side Attacker Side

𝑅 + Δ𝑑 ത𝑢2𝑃 = 𝑅 

2 ∗ 𝑙𝑒𝑛𝑔𝑡ℎ 𝑑 = 512 𝑡𝑟𝑖𝑎𝑙𝑠

Slight variation of attack works for 
• DSA, RSA and even EdDSA 
• Nonce, instead of secret key
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Virtual 

Address

Physical 

Address
DRAM 

Address

0x7ff87b02c000 0x59b20000 1st rank 

3rd bank

14th row

Memory Management Unit 

(MMU)
Memory Controller

Faulting via Rowhammer

0 0 … 0 0 0
1 1 … 0 1 1
0 0 … 0 0 0

Attacker row

Victim row

Bit flip

Attacker row
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Recovered Key Bits

• OpenSSL ECDSA

• In the first 117 mins of online phase, we 
collected 515 faulty signatures. 

• 1 time triple bit flips, (0.2%)

• 39 times double bit flips (7.6%)

• 475 times single bit flips.  (92.2%)

• We did not observe  >3-bit flips.

• For multiple flips, more combinations for Δ𝑑

• Overlapping bit flips
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Recovering Remaining Bits
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Sign Algorithm

How Many Bits 

Recovered?

Fault Injection 

Target

FFT Based Approach

e.g. LadderLeak[1]

1 bit leak: 𝟐𝟒𝟓signatures

2 bits leak: 𝟐𝟏𝟖signatures

3 bits leak: 𝟐𝟏𝟎signatures

Lattice Based Approach

e.g. [2]

100s-1000s signatures

# Recovered bits = 𝒕

Exhaustive Search

Modified Baby Step-Giant 

Step Algo 

(This Work)

881 signatures

(556 signatures 

w/ unique faults)

(EC)DSA RSA

Nonce (k) Secret key (d)

≤ 𝟑 ≥ 𝟒 m−𝒕 ≤ 𝟓0 𝒎 − 𝒕 ≤ 𝟏𝟎𝟎

[1] Aranha, D. F., Novaes, F. R., Takahashi, A., Tibouchi, M., & Yarom, Y. (2020, October). LadderLeak: Breaking ECDSA with less than one bit of 
nonce leakage. In Proceedings of the 2020 ACM SIGSAC Conference on Computer and Communications Security (pp. 225-242).
[2] Moghimi, D., Sunar, B., Eisenbarth, T., & Heninger, N. (2020, January). TPM-FAIL: TPM meets timing and lattice attacks. In Proceedings of the 29th 
USENIX Security Symposium. 

?
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Recovering Remaining Bits
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[1] Aranha, D. F., Novaes, F. R., Takahashi, A., Tibouchi, M., & Yarom, Y. (2020, October). LadderLeak: Breaking ECDSA with less than one bit of 
nonce leakage. In Proceedings of the 2020 ACM SIGSAC Conference on Computer and Communications Security (pp. 225-242).
[2] Moghimi, D., Sunar, B., Eisenbarth, T., & Heninger, N. (2020, January). TPM-FAIL: TPM meets timing and lattice attacks. In Proceedings of the 29th 
USENIX Security Symposium. 
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Analysis of Crypto Libraries
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Signature 

Check

Faulty Sig. 

Transmitted
Patched CVE

wolfSSL 5.3.1 CVE-2022-42961

OpenSSL 3.0.4 N/A

OpenSSL-FIPS 2.0.8 N/A

LibreSSL 3.5.3 CVE-2022-42963

Amazon s2n 102.0 CVE-2022-42962

MS SymCrypt 102.0 N/A N/A N/A
*

*: Only the first signature is detected.

• Manual review on the low-
level signature primitives to 
look for the countermeasures
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Analysis of Crypto Libraries
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inject faults on the server 
side and receive  the faulty 
signature by the client

• Disclosure
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Countermeasures

• Against Rowhammer

─ Increasing DRAM Refresh rate

─ Using ECC memory

─ Target Row Refresh (TRR) 

• Against Signature Correction

─ Verify after Sign

▪ Implemented in 

o WolfSSL

o Amazon-s2n

o LibreSSL

─ Redundant Signing

─ Masking Sensitive Values

16
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Conclusion

• Jolt: a novel attack that targets digital signature schemes

• Signature correction + Modified Baby-Step-Giant-Step algorithm

• Full ECDSA key recovery with <1000 faulty signatures and <2 hrs online time

─ Signing key does not change across sessions

• Also works on DSA, EdDSA and RSA

• WolfSSL, LibreSSL, Amazon s2n, OpenSSL, Microsoft SymCrypt

• Security protocols need thorough review against faults

• Underlying libraries needs to be selected carefully

17



18

Thank you!
Questions?

Contact me 

mtol@wpi.edu
    canertol
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DRAM Analysis

• 15 DDR3 and 4 DDR4 chips

• ~1.5 hours DDR3

• ~8 hours DDR4

• The raw memory profiles of 14 
DDR3 DRAM chips are taken from 
Hammertime[61]. 
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Modified Baby-Step-Giant-Step DLP Solver
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OpenSSL
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ECDSA Private Key - d
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Crypto Libraries
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Rowhammer slides
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